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Introduction

SofaWare Security Management Portal (SMP) provides a scalable method of
configuring and controlling anywhere from a few Embedded NGX gateways to
hundreds of thousands of Embedded NGX gateways and for delivering add-on
subscription security services, such as Dynamic VPN, Dynamic DNS, reporting,
automatic updates, Web Filtering, Email Filtering, VStream Antivirus signature
updates, and Vulnerability Scanning. SMP is specifically designed for the
scalability and high availability needs of service providers and large enterprises.

This document contains the summary of changes between SMP 6.0 and SMP 7.0.

Highlights of This Version

SMP 7.0 incorporates a host of new and improved features, including:

Revamped Virtual Portals
Granular Permissions

Global System Administrators
Enhanced User Interface
Built in web filtering service

Availability

SMP 7.0 is available to SMP customers with a valid software subscription contract.

Copyright
© Copyright 2007 SofaWare Technologies Ltd.
SofaWare is a registered trademark of SofaWare Technologies Ltd.
Check Point is a registered trademark of Check Point Software Technologies Ltd.

More Information
For additional information, technical support, and assistance see:
http://www.sofaware.com/support/
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Upgrading from Previous Versions

From SMP 7.0 Early Availability Version
To upgrade from the SMP 7.0 Early Availability Version to the SMP 7.0 General
Availability version, run the SMP 7.0 installer on the server where SMP 7.0 EA is
installed. The installer will automatically upgrade the previous installation.

You must perform the upgrade in-place.

From SMP 6.0

Upgrade Process
There are two upgrade options from SMP 6.0:

e In place upgrade.
e Upgrade on a new server.

To perform an in-place upgrade, run the SMP 7.0 installer on the server where SMP
6.0 is installed. The installer will automatically upgrade the previous installation.

To perform an upgrade on a new server, run “SMP Backup” on the old server
running SMP 6.0. Then, on the new server, start the SMP installer, and select

“Install from backup” in the “Setup Type” page. Select the backup file created by
SMP 6.0.

Deleting Recovery Data

During upgrade to SMP 7.0, some recovery data is maintained in the database, to
allow recovering from fatal errors during installation.

After a successful installation, you may want to free up database space consumed
by the recovery data. To delete the recovery data, run the utility “smp_cleanup.bat”.

From Earlier Versions

To migrate from earlier versions of SMP, first upgrade to SMP 6.0, then upgrade
from SMP 6.0 to SMP 7.0 GA as described above.



® SofaWare L3 Check Point

Broadband made Safe We Secure the Internet.

Upgrade Notes

Licensing

Upgrading to SMP 7.0 requires a new license key. Existing SMP customers with a
valid support/software subscription contract can obtain a new license key by
contacting SofaWare support.

Supported Firmware

To support some new features of SMP 7.0 GA, firmware version 7.5 or higher must
be installed on the Embedded NGX appliances.

Older firmware versions are supported, but certain new features of SMP 7.0 may be
ignored by gateways running firmware older than 7.5.

Old Logs Cleared
Due to improved logging format, all log messages will be cleared upon upgrade.

Templates Reset To Default

Upon upgrade, customized report templates will be reset to the new default format
and settings.

On upgrade, the old templates are automatically backed up to the following path:
$SMP_HOME\SMP6\backup\templates\<portal-name>

Global Administrator

During the upgrade process, a new global administrator account will be created.
To this end, you will be prompted to choose a new username and password.

Administrators Converted To Users

Upon upgrade, all the administrators defined in the system will be converted to
users. These users’ administrative roles and permissions will be preserved.

Upgrading a Multiple-Instances Installation

When upgrading from an SMP 6.0 installation with multiple instances (virtual
portals), the SMP global configuration will be taken from the first instance.

Note: when upgrading a multiple-instances installation, only a single server group
can be defined. Prior to running the SMP7 installer, ensure that no more than one
server group is defined.
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DVPN Downtime

When upgrading from SMP6, the CA is re-initialized. This may cause several

minutes temporary VPN downtime. The Dynamic VPN communities will resume
normal operation after the CA is re-initialized.

SMP API Changes

The SMP API has been significantly improved in this version. Due to these
changes, client applications using older versions of the SMP APl may require slight
modifications. For more information, refer to the SMP 7.0 programmer’s guide.
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Known Issues

The following known issues exist in SMP 7.0 GA:

Installer

ID Summary

When upgrading from SMP 6.0, if the previous SMC version is lower than 6.0.46,
non Latin (Unicode) characters in customer names may be converted to “?”.
16444
Workaround: Prior to upgrading to SMP 7.0, install SMC 6.0.46. For complete
instructions, contact SofaWare.

Installer fails to configure SMP while using non-Latin characters in privileged

15184 users name.

Workaround: Do not use non-Latin characters in the username.

In certain cases, the Microsoft .NET framework installer displays a warning

16150 |Message during installation, regarding a missing EULA.txt file.

Workaround: This warning can be ignored.

When upgrading from SMP6 with multiple instances defined, using “From

16199 backup” mode, the virtual portal to IP address mapping are not migrated.

Workaround: Use “In Place” upgrade mode.

After upgrading from SMP®6, in certain cases, no portals are visible, and only the

16636 system menu is visible.

Workaround: Clear the web browser cache. This will correct the display.

SMC
ID Summary

Internal Networks are not remotely managed when Internet port is assigned to
one of the LAN ports locally on the appliance.

15519
Workaround: Reassign the Internet port to “WAN” prior to connecting the
gateway to SMP.

DNS names with underscores are allowed by SMP, but are not supported by the

13278 DNS standard, and such names do not work as expected in Internet Explorer 7.

Workaround: Do not use underscores in gateway names.
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16180 [Export and import do not support all the VSS (Vulnerability Scanning) settings.
SMP incorrectly allows creating VLANS for gateway types that do not support
13549
VLANS.
SMS
ID Summary
When SofaWare UFP Server is enabled for the first time, it will take a while to
16626 download the URL category database (~ 160MB) from the Internet. Until this

initial download process is completed, all web sites will be categorized as
“Allowed”.

Changes between SMP 6.0 and SMP 7.0

SMP Virtual Portals (SMP Instances)

Terminology Change
In SMP 7.0, the term “SMP virtual portal” replaces the term “SMP instance”.

Improved Virtual Portal Creation Process

SMP 7.0 includes a wizard that allows

system administrators to create new

By creating Yirtual Portals, you can have multiple logical security management partitions (instances)

SMP virtual portals directly from the Erter  unie idrtfer for his Prtl. This I3 carnat be changed.
SMC Web interface. If needed, portals itual Paral ID

can also be deleted through the SMC

Web interface.

This means that you no longer have to
run the SMP installer in order to create a
new portal or remove an unneeded
portal.

Partal 2 ()
System > Portals ortal: | SofaEA ¥ 2 @
Help Logout

Results 1- 2 of 2 ( 1 ]

[J Name Description Company Contact
[ @psotsea

[ 62 vicPortal




©_ SofaWare ICJ Check Point

SOFTWARE TECHNOLOGIES LTD.

Broadband made Safe We Secure the Internet.

Portal Contact Details

Each SMP virtual portal can be associated with a set of contact details, including
company, contact person, email address, and description.

'Conﬁglue‘l’\flew Lu:ense‘l’Ed\I L\EEI‘ISE"
Name: vicportal Actions >
ener General

Enter the details of this portal.

Description Industrial autornation partal
Company Acme Lid

Contact Albert Yin

Ernail alberty@acme. com

Global System Administrators
SMP 7.0 offers two categories of user accounts: users and system administrators.

System administrators have global access to all virtual portals defined in the system
and can switch _
between them Security Management Portal

. - ?) @
Main System > Administrators gea] SofaEA 8 & &

instantly using a
. = |[@[®] Resuts1-20f2 (o ] 1 ]
special drop-down  fesens:

[ |
@system [0 & smpadmin smpadmin smpacinin mi@m Administrator )
[m]

list. A system e
administrator can e

=Vulnerability Scan

be granted either e
read-only or read- "

write permissions. -

User ID First Name Last Name Email Phone  Type Logged In

Guictoria i ctoria victoria tav.com Administrator @

Users are defined per virtual portal, and can be granted flexible permission levels
for elements in the relevant portal. For example, the following types of users can be
defined:

e An end user with no administrative access, who can only receive
notifications from the virtual portal

e A user with access to a VPN community defined in the virtual portal

e A user with read-only access to the virtual portal’s SMC management
interface

e A user with full administrative access to all objects in the virtual portal (a
“Super User”)
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Improved Virtual Portal Scalability

SMP 7.0 has been optimized to support a large number of virtual portals. Hundreds
of virtual portals can be defined on a single server.

Multiple Virtual Portals with a Single SMS IP Address

To lessen the complexity and cost of maintaining multiple IP addresses, it is now
possible to use a single SMS IP address for multiple virtual portals.

As in previous versions, it is still possible to assign a different IP address per virtual
portal, if needed.

'11onfiqule\[StatusTA:twity\\
Logs
e =1 E=3 [ Y Name: UPGRADE1_sms Actions v
gsettings ara General
& system _ Centent Filtering Serer Group graupl
{8} Advanced Description Nane
L [E] History
= Administrators Serer Relative Weight 1
=License Enabled
=Yulnerability Scan
= Settings [ simple Mode
=Firmwares Address Default Portal HAT Address
=Portals [l 2124150870
=Logs 0 1128238 sofasa
JEEES E 11292310
*Tools
Check Poinf
3 e oot

Note: If multiple virtual portals share a single SMS IP address, you are required to
use a non-ambiguous, fully qualified gateway ID when connecting the gateway to
the Service Center. The format of the fully qualified gateway ID is
“gatewayid.portalname”.

Global Settings

To reduce the complexity of managing an SMP installation that consists of many
virtual portals, the global settings and tools in SMC are now shared between all
portals in the system, and are shown under the “System” tab.

10
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2 System Settings
- {2 Y General
~E| togaing Minimum User Password Length |7
o HTTR Prosy o
T i Settings Default Registration Key Length |8
) Certificate Autharity UFP Server Type SurfCaontral 2.0
@ vstream Updates CYP Server Type SofaWare CvP
LR Motifications

SMP Encryption Triple-DES v @

These settings and tools include:
e Firmware images
System Settings
VStream Antivirus updates
HTTP proxy and email settings
System logs
Certificate Authorities
Tasks list
Import/export

Global License

The system license is now specified globally and shared by all the defined virtual
portals.

’Conﬂgure T\fiew LicenseTE(Iit License |

lUse Private License

Enter License

Frarm File | |[ Browse... ]

|= Name: vicportal | Actions )

In addition, it is possible to specify a private license for individual virtual portals. A
private license will override the global license.

11
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Security & User Management

Fine-Grained User Permissions

SMP 7.0 offers a highly flexible role-based system for managing user permissions.
System administrators create and customize user roles with a fine level of detail,
specifying exactly which objects users of this role can view, edit, and create. The
system administrators then assign each user to a role.

P Cogo

Logs

o~ Results 1 -5 of 6
Settings

o g [] Hame

'E_En?.ral @Communh Ianacer

-.I;.Dlic.:“i.és 3 End User

= User Interfaces €2 Power User

=Reports (58 Fead Only User

=Motifications @M

@ system 625 Support User

Description

Can manage all "End users" and gateways associated with this user's communities
Cannot login to SMC, and is not permitted to view or change any settings

Can view and modify any object in this portal, except for roles and privileged users
Zan login snd view all ohjects in this portal

Can view and modity any okject in this portal

Can create snd modify gatevways and "End Users", and view all the objects in this portal

Password Guessing Protection

SMP 7.0 includes protection against brute force password guessing attacks. If a user
makes three incorrect login attempts within one minute, the SMC automatically
prevents the user from attempting to log on for one full minute.

Usability

Gateway/Plan Copy Operations

SMP 7.0 allows system administrators to

copy plans and gateways.

( iew v | Actions v |
Back to Search
Mew Search

test gateway

Reset to Plan

ice 500 Force Update
Reboot
Reset Local Password
he fly. Firewall
Aanagement =7

12
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New Wizards

Several new, easy-to-use wizards guide

the user through common procedures:

Enter the gateway details:

Name
Description

e Creating a new gateway Gato Trs T N

. Managed by SMP

e Creating a new plan Pin :

e Creating a new user

e Creating a new community

e Creating a new server

e Creating a new server group

Tree-Based Editors
Many of the SMC pages have been restructured and now include a new, tree-based
navigation pane. This new format enables easier and more intuitive access to the
multitude of parameters offered by the system.

2| i Name: VicGW [ iy - Actions |
8 General General
4_ Managerment N} inti
gSecuritl,I Palicy EEenphen test gateway
v gSmartDeFense Enabled
E‘? Content Filtering Gateway Type Safe@Office 500
_I gWeb Filkering
L] @vweb Filtering Policy Managed by SWP
_I gEmail Filtering Plan gold w @
[]"g Firmware Updatas Remate Management @
Bl-BE Metwork MAC Address @
= g ven
=-&F ons Login using registration key @
B0 vss Registration ey drF 02
gLogging and Reporting
() Ouner Static IP
- @ Status
Reported IP

Task Cancellation

The SMC Tasks report now allows the user to cancel selected tasks that are
currently running.

13
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License Expiration Forecast

A new License Expiration forecast report enables an administrator to plan ahead the
number of subscription items which need to be renewed by a specified date.

2 System Settings
&5 General License Forecast
~El Logai
% naaine Forecast For o1r122007 [ [ calculate
HTTP Proxy
Iil Mail Settings Hame Usage Limit Balance
E-E vicense SMP 1 10 E]
b view SMP-CYP-5USR 0 50 50
SMP-DYPR 1 10 a
] Modify SMP-FIRM-UPD-SUSR 0 50 50
ER Certificate Authority SMP-UFP-SLSR i 50 50
(3}, vStream Updates SMP-WSS 1 10 E]
B Notifications SMP-STREAM-ANTISPAM-SUSR 0 50 50
-] custom Alerts SMP-wSTREAM-PD-5UISR 0 50 50

Export Plan to Excel
Plans can now be exported to Microsoft Excel format.

Logging

Fault-Tolerant Logging

If the SMC is not accessible, the SMSs persistently buffer all received logs on the
local hard drive, until the SMC comes back online.

Enhanced Logs Format

Instead of a textual format, log messages are now stored and transferred in an
efficient, compressed format.

The new format is approximately three times more efficient, both in disk space
consumption and network bandwidth consumption. Furthermore, security report
generation is now significantly faster.

Enhanced Log Viewer

The log viewer’s performance has been improved significantly. In addition, log
messages are now presented in a clearer way.

Log messages can now be filtered by the origin or user fields, and a quick method

has been added to view today’s log messages for a specific gateway, user or
administrator, directly from the properties page of the corresponding object.

14
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Platform Support

Solaris Support Removed
Solaris platform support was removed in SMP 7.0.

Apache Removed
SMP 7.0 does not require an Apache Web server and does not install one.

Gateway Management

New Managed Items
The following items can now be managed from the SMC Web interface:

Network Time Protocol (NTP) settings

Gateway High Availability (HA)

Fail-open option for Web Filtering / Email Filtering

Bridges and bridge interfaces

Flexible LAN port assignments

New DHCP options supported in Embedded NGX firmware 7.0
Wireless WPA encryption settings

Time Based Security Rules

Site-to-Site and Remote Access VPN sites

Security rules with a specific VPN site in the source or destination.
Allow & Forward Firewall rules with a specified destination IP address.
Security Rule descriptions

Service Objects

Advanced NAT Rules

Service based routes and Routes with specified destination interfaces.
Web Rules

Remote Desktop

New SmartDefense protections: Checksum verification, URG flag clearing,
TCP Sequence verifier, MSN messenger blocking.

VStream Embedded Antispam (Requires firmware 8.0)

Updated SmartDefense attack patterns

"Nortel IP Phone" & "Avaya IP Phone™ DHCP options.

15
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=

Name: VicGW

Wi

- Actions v |

I o = =
E@ gSecuritl,I Paolicy
[ Firewall Rules
B} Qo8 Classes
-G Network Objects
5@ vetream Antivieus
B @smarnbefense
E-SF Content Filkering
- gWeb Filteting
E] &y wieb Filtaring Policy
| gsmail Filtering
- & Firrmware Updates
ofEE] EyFirmware
H © By Firrnware Schaduling
- Hetwark
B Metwork Configuration

] High Availability
E By My HotSpot Settings
[gTraFfic Shaper Settings
L (B static Routes

- g wen

B-5F ong v

Port Settings

Port

DMZ A2

VAN

RS232

-G o]

Assigned To

LAM

LaM

LAM

L&k

Dz

Internet

Conzale

Link Configuration

Automatic Detection

Automatic Detection

Automatic Detection

Automatic Detection

Automatic Detection

Automatic Detection

Automatic Detection

Port Security

ia

< >

New Gateway Status

The following status items can now be displayed for each appliance:
e The currently installed VVStream Antivirus database version
e The current local time on the appliance

16
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Firmware Updates

Automatic Firmware Updates Scheduler

It is often preferable to perform automated firmware updates outside of normal
business hours. To this end, SMP 7.0 enables administrators to set a schedule for
firmware updates by specifying the hours and days of the week during which
automatic firmware updates may take place. The schedule can be configured per

2B Name: VicGW ( “igw M Actions - plan or per
@ Genera | ~ Firmware Download Scheduling gateway
24 management Allowed Time Ranges For Automatic Firmware Updates
B manzgement Protacals o At =
Bsisios unday nytime
i@ @y ra01US Moy Between ¥ | 1200 AWM v - | D500 PMW
i E“e[”éepmdm Custornization Tuesdey | Anytime [ - - -
@ Bome i e S T It is still possible
E (By LT Seript R -
By Buser tntert Thursclay | Between | 04:00 AWM v - | 0630 PM v to trlgger manual
g {8y security Policy Friclay Anytime v .
B v N firmware updates
Qos Classes R
88 Hetoor. ot outside of the
@ vstream Antivirus
7Y Bomeroetense scheduled hours
- F Content Filtering '
B web Filtering 1
oo o potcs by selecting the
gsman Filtering
5 ® men i gateway and
(B Firrwsre - H
2 clicking Update
B Hetwark 2 N
R ow.

ADSL Firmware Updates

SMP 7.0 supports updating ADSL module firmware images for Embedded NGX
ADSL-enabled appliances.

ADSL module firmware images are now distributed as part of the *.tgz format
firmware packages, which can be obtained from the Check Point download center.

Notifications

Spam Sender Alert

A new alert allows notifying an antispam-enabled gateway’s owner and selected
system administrators, when the gateway detects a spam sender in the protected
network.

Quick Response to Gateway Disconnection

It is now possible to configure the “Gateway Disconnected” alert to be sent a
specified number of minutes after the gateway’s disconnection was detected.
Previously, the report would be sent only after a full day of disconnection.

Note: This feature should be used with caution. If the notification time threshold is
set too low, unnecessary alerts may be sent when transient network failures occur.

17
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Reporting

Improved Report Templates

The security reports’ default templates are now organized more efficiently and
presented in a clearer way.

Note: Upon upgrade to SMP 7.0, all customized report templates will be reset to the
new default format.

The report templates’ syntax has been enhanced and made more consistent with the
objects in the SMP SOAP/XML API.

Virus Outbreaks Displayed in Administrator Security Report

The administrator security report now includes a viruses-by-date graph, allowing
the administrator to view information about virus outbreaks.

Administrator Daily Report

The system now allows emailing a daily administrator report. This report includes
the following details:

e The list of gateways created today
e The list of gateways deleted today
e The list of gateways that connected today for the first time

SMP API

Improved Perl Installation

The Perl installation provided with SMP 7.0 includes all the modules required for
using the SMP SOAP/XML API.

Improved API

The SOAP/XML API has been enhanced for better clarity and updated to support
all the new SMP 7.0 features.

VPN Management

Excluded Services

In SMP 7.0 VPN communities, it is now possible to select services handled in the
clear (that is, services that will not be encrypted).

18
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Excluded Services

Define a list of services that are not to he encrypted

# Protocol Start Port End Port
1 0 LIDE a0 91
Mew || Delete

Automatic Network Address Assignment

When defining a VPN community, it is often desirable to assign non-overlapping
private IP addresses to the community gateways, in order to ensure full connectivity
between all the members in the community.

To simplify this task, SMP 7.0 allows defining a pool of IP addresses for each
community. When

Name: MyCommunity | Wiew -l Actions - deflnlng the
ke General ] IP Pool

B - @m i If desired, define a pool of IP Address ranges for gateways in this community. netWorks Of eaCh

R E e o || individual gateway

o3 i (e [(Detete in the community,

the administrator

can then click the
Suggest button, to automatically select an unused IP subnet from the community’s
IP address pool.

Permanent Tunnels

Normally, in SMP VPN communities, VPN tunnels are automatically established as
needed, and closed when they are no longer in use.

In certain cases, it is desirable for the tunnels in a VPN community to remain
permanently open, even during idle periods. To this end, SMP 7.0 allows enabling
“permanent tunnels” for a community. Enabling this option ensures that all the
tunnels in the community remain open at all times.

VPN Tunnel Sharing

SMP 7.0 allows customizing the level of VPN tunnel sharing (IPSEC Phase-2
tunnels). The options are:

= One VPN tunnel per gateway pair
= One VPN tunnel per subnet pair

The default is “One VPN tunnel per gateway pair”.

Split DNS

Split DNS can now be configured on VPN communities. Split DNS allows
directing DNS queries to the corporate domains to the corporate DNS server, while
passing other DNS queries normally to the ISP DNS servers.

19
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( Configure '|’Members TUsers |
Name: tcom | i v || Actions v
~ode Genera | Split DNS
[
g 1P Pool Use this page to assign specific domain suffixes to private DNS servers.

E‘@I WEN Settings # DHS Server Domain Suffix
§b ) certificate

1 [ £2.80.32.43 sofawware.com

- Delete

IP Compression

The IP Payload Compression Protocol, or IPComp, is a protocol for compression of
IP datagrams, described in RFC 2393. SMP 7.0 now supports enabling IP
compression on a per-VPN community basis.

Web Filtering Service

SofaWare Integrated Web Filtering

SMP 7.0 now includes an integrated category based web filtering service, which is
installed with each SMS gSecurity Management Server). When using the integrated
web filtering service, a 3" party UFP server is no longer needed.

Websense 5.0 Supported
The Web Filtering service now supports the Websense 5.0 UFP server.

UFP Server Redundancy and Load Balancing

It is now possible to define multiple external UFP servers, to be used for
redundancy and load balancing.

Centralized Email Filtering Service

Updated SpamAssassin in SCS
The SpamAssassin version provided with the SCS has been updated to 3.1.8.

Updated ClamAV in SCS
The ClamAYV version provided with the SCS has been updated to 0.90.2.

Disabling SMTP Scanning

SMP 7.0 allows system administrators to disable SMTP scanning for the centralized
Email Filtering service, on a per-virtual portal basis.

Once disabled for a virtual portal, SMTP scanning will not be performed, regardless
of whether it is enabled for a specific plan or gateway.

20
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Supported Platforms

Server Platforms
SMP 7.0 supports the following platforms:
e Microsoft Windows 2000 Server (Intel)
e Microsoft Windows 2003 Server (Intel)

Embedded NGX Appliances
SMP 7.0 supports the following appliances:
e Nokia IP30

Nokia IP40

Nokia IP60

SofaWare S-box

Check Point Safe@Office

Check Point UTM-1 Edge X /W / S Series

Check Point UTM-1 X Series

Check Point ZoneAlarm Z100G

NEC SecureBlade 300

To support the full functionality of SMP 7.0, the Embedded NGX appliance must
have firmware version 7.0.39 or higher installed.

OPSEC Partners
The following OPSEC partner applications are recommended for use with this
release:

Antivirus:

e Trend Micro InterScan ViruswWall

e Aladdin eSafe Gateway 4.0

e Computer Associates eTrust Antivirus version 7.1

Web Filtering:
e SurfControl SuperScout FireWall-1 edition
e Websense Enterprise

Web Browsers
The following Web browsers are supported by SMP 7.0:
e Internet Explorer 6.0 or higher
e Netscape 7.1 or higher
e Mozilla Firefox 1.0 or higher

21
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System Requirements

Item Requirement

OS Microsoft Windows 2000 Server SP2 /
Microsoft Windows 2003 Server

CPU Pentium-111 1000 MHz or higher

Memory 1 GB recommended

Free disk space 5 GB minimum

File system NTFS
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